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Expected Financial Position

In principle, HHLA's major investment activities can be scaled
in line with demand. Due to the ongoing trend in ship sizes,
the Group reserves the right to decide on investment activities
that are not prompted purely by volume developments. Capital
expenditure at Group level in 2018 is expected to be in the
region of € 200 million. Most of this amount is attributable to the
Port Logistics subgroup. In the Container segment, investment
will primarily focus on the purchase of container gantry cranes,
storage cranes and ground-handling vehicles for the container
terminals in Hamburg. In the Intermodal segment, funds will be
used to renew and expand the company’s own transportation
and handling capacities.

HHLA will continue to pursue its yield-orientated dividend distri-
bution policy, which aims to pay out between 50 % and 70 %
of net profit for the year after non-controlling interests in the
form of dividends.

Based on available liquidity reserves and the positive cash flows
generated by anticipated earnings, HHLA is confident that suffi-
cient financial funds will continue to be available in future, which
could be supplemented by debt where necessary.
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Risk and Opportunity Report

Risk and Opportunity Management

All commercial activities inevitably entail both risks and oppor-
tunities. HHLA believes that the effective management of risks
and opportunities is a significant success factor for the sustain-
able enhancement of enterprise value.

Managing risks and opportunities is a key component of the
HHLA Group’s management strategy. The planning and
controlling process, the boards of the Group’s affiiates and
reporting are all cornerstones of this risk and opportunity
management system. At regular business development meet-
ings, HHLA's Executive Board discusses strategy, targets and
control measures with due consideration of the risk and oppor-
tunity profile.

HHLA's risk and opportunity management system fosters a
keen awareness of dealing with corporate risks and oppor-
tunities. It aims to identify risks in good time and take steps
to manage or avert them while exploiting opportunities and
preventing situations that could jeopardise the continued exis-
tence of the HHLA Group. An important element of the system
is the promotion of entrepreneurial thinking and independent,
responsible action.

Risk and Opportunity Management System

Key elements of the risk management system are: identifying,
assessing, managing, monitoring and reporting risks; clear
responsibilities for process participants (managers of affiliates,
Internal Audit, Group Controlling); incorporating all majority
shareholdings and companies consolidated using the equity
method into the risk consolidation group. The Executive Board
bears overall responsibility. Its members deal with and assess
the risk management reports on a quarterly basis.

Risks are catalogued regularly in the course of the annual plan-
ning process. All identified risks are described clearly and clas-
sified according to defined risk areas.

Risks are categorised by the likelihood of their occurrence and
the scale of the potential damage. This reflects the anticipated
reduction of the operating result or cash flow before taxes if the
risk were to materialise.

Categorisation of the probability of occurrence

<25 % >25% >50 % >75 %
unlikely possible likely most likely
Categorisation of the damage amount
Equity of the Group
<1% <5% <10 % <25 % >25%
not significant  medium significant massiv threatening
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Risk and Opportunity Management and the Internal Control System for Accounting

Shareholders / Lenders

A
Audit opinion

Auditor

Auditor’s Report
Consolidated Financial
Statements, Combined

Report to the Annual General Meeting

HHLA Supervisory Board - Audit Committee

Management Report

Review of the early detection

Monitoring the effectiveness of HHLA’s internal

system for risks

Information about significant risks

Risk and Opportunity Management

accounting control and risk and opportunity management
systems as well as the Internal Audit department

/
Internal Audit

Auditing the risk and opportunity management
system and reviewing the internal control system

!

HHLA Executive Board

Overall responsibility for the risk and opportunity management system

Central Risk and Opportunity Management

I Central contact partner

I Supporting the risk and opportunity management process
I Further developing the risk and opportunity management

I Controlling the risk and opportunity reporting system
I Risk controlling

Risk and opportunity management at the individual companies, central units and departments
Responsible for the identification, assessment, control, monitoring and reporting of risks and opportunities

Risks are assessed in the context of the existing circumstances
or a realistic projection. In addition to estimates and economic
or mathematical/statistical inferences, sensitivities derived from
planning can be used as a basis for assessment. The Group’s
affiliates, divisions and corporate staff departments regularly
coordinate with the central Risk Management unit of the holding
company to ensure that all identified risks are mapped and
assessed consistently throughout the Group.

After identifying and assessing the risk, the company then
defines control measures aimed at reducing the likelihood of its
occurrence and/or the loss or damage. A distinction is made
between the gross risk (excluding measures) and the net risk
(including measures).

Risks are monitored continuously and any significant changes
are reported and documented on a quarterly basis. Additional
ad hoc reports are issued whenever significant risks emerge,
cease to apply, or change. Risks are reported using standard
Group-wide reporting formats in order to ensure a consistent
overall picture of current risks.

Opportunity management is comparable to the risk manage-
ment process. Opportunities are systematically identified and
measures developed in an annual planning process. When
opportunities are identified, there is no requirement for them to
be quantified. Opportunity management focuses on the moni-
toring and analysis of individual markets and on the early recog-
nition and assessment of trends as a means of identifying
opportunities. This includes developments affecting the overall
economy or individual sectors as well as regional and local
trends. The affiliates’ responsibilities include identifying strategic
opportunities in their core markets. HHLA's Executive Board
defines the strategic framework for this objective. When plan-
ning, managing and controlling strategic projects for a specific
segment or all segments, HHLA's Executive Board primarily
uses the proprietary resources of the holding company.

The most important elements of the risk and opportunity
management system and risk and opportunity reporting are
described in a corporate guideline. The system remains
unchanged from the previous year.
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Accounting-Related Internal Control System
Structure of the Internal Control System

HHLA's internal control system is designed to ensure that the
(financial) reporting processes used throughout the company
are consistent, transparent and reliable. Furthermore, it makes
sure they comply with legal standards and the company’s own
guidelines. It comprises principles, procedures and methods
designed to reduce risk and ensure the effectiveness and
propriety of HHLA's processes.

The internal control system is regularly monitored and assessed
according to documented processes, risks and controls. It
therefore ensures transparency with regard to its structure and
functionality for the purposes of internal and external reporting.

HHLA's internal accounting control and risk and opportunity
management system is based on the criteria set out in the
“Internal Control — Integrated Framework” working paper
published by the Committee of Sponsoring Organizations of
the Treadway Commission (COSQO). Accounting processes are
assessed to determine whether there is a risk posed to the
existence, completeness, accuracy, valuation, ownership and
reporting of transactions. The company also conducts a risk
assessment regarding the possibility of fraud. Concluding
unusual or complex transactions can lead to specific account-
ing risks. There is also a latent risk of error when processing
non-routine transactions. Employees are by necessity given a
certain amount of leeway when recognising and measuring
balance sheet items, which can give rise to further risks.

Internal controls are intended to reduce accounting risks and
make sure that transactions are documented, recorded,
processed and assessed correctly in the balance sheet, as well
as being quickly and correctly adopted in financial reporting.
Controls are in place for all accounting processes.

The Internal Audit department is responsible for monitoring
HHLA's internal control system and risk and opportunity
management for its accounting processes. The external auditor
also assesses the effectiveness of the accounting-related inter-
nal control system, primarily by carrying out spot checks.

The internal control and risk and opportunity management
systems for accounting will always have certain limitations,
regardless of how carefully they are designed. For this reason,
it is impossible to fully guarantee that accounting standards will
always be met or that every incorrect statement will always be
avoided or identified.
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Significant Regulations and Controls

Accounting tasks and functions are clearly defined within the
Group. There is a clear functional demarcation between
accounts payable and accounts receivable as well as the
preparation of Separate Financial Statements and the prepa-
ration of Consolidated Financial Statements. There is also a
clear demarcation between these departments and the respec-
tive segment accounting. Separating execution, settlement and
authorisation functions and giving these responsibilities to
different members of staff reduces the risk of fraud. Multi-stage
approval and authorisation thresholds for ordering, payment
transactions and accounting are employed across the Group.
These include using the double-checking principle. There is a
single accounting manual that covers the consistent application
and documentation of accounting rules for the entire Group.
Other accounting guidelines are also in place. Like the account-
ing manual, they are reviewed regularly and updated if neces-

sary.

Most bookkeeping procedures are recorded using accounting
systems developed by SAP. For the purpose of preparing
HHLA's Consolidated Financial Statements, affiliates add more
information to their Separate Financial Statements to form stan-
dardised report packages, which are then fed into the SAP
ECCS consolidation module for all Group companies.

Measures are in place to protect the IT systems from unautho-
rised access. Access rights are granted in line with each user’s
role. Only the departments responsible for mapping transac-
tions are given writing access. Departments responsible for
processing information use read access. The principles of func-
tion-related authorisations are defined in a set of SAP authori-
sation guidelines. These form part of a comprehensive IT secu-
rity guideline, which regulates general access to the IT systems.

External service providers are used for pension reports, fiscal
issues and for other reports and projects if necessary.

The specific formal requirements for the consolidation process
pertaining to the Consolidated Financial Statements are clearly
defined. In addition to a definition of the consolidated group,
there are also detailed rules requiring affiliates to use a stan-
dardised and complete report package. There are also specific
provisions regarding the recording and handling of Group clear-
ing transactions and subsequent balance reconciliations, or the
determination of the fair value of shareholdings. As part of the
consolidation process, the Group accounting team analyses
the Separate Financial Statements submitted by affiliates and
corrects them if necessary. Incorrect information is identified
and corrected as necessary using control mechanisms already
present in the SAP ECCS system or using system-based plau-
sibility checks.



Independent Monitoring

Internal Audit is responsible for auditing the risk and opportunity
management system and conducts regular checks to monitor
compliance with the internal control system. HHLA's Supervi-
sory Board monitors the effectiveness of the risk management
system. The external auditors assess the early risk identification
and monitoring system on behalf of the Supervisory Board as
part of their audit of the Annual Financial Statements.

Overall Assessment of Risks and Opportunities
The risks and opportunities for the HHLA Group reflect possible
positive or negative deviations from the reported forecast.

The HHLA Group’s risk position is principally characterised by
market risks. Major factors influencing the risk and opportunity
profile are the global economic trend, ongoing geopolitical
tensions, developments on the market and in the competitive
environment as well as uncertainties regarding the implementa-
tion of infrastructure projects. The development of these factors
is monitored closely, and controllable costs and capital expen-
diture — where scalable — are adjusted flexibly to foreseeable
developments.

The overview below summarises the main individual risks faced

by the HHLA Group, classifies them according to risk areas and
lists them in order of decreasing significance.

Ranking of HHLA Group’s material risks

Damage  Probability of Trend vs.
amount occurrence  previous year
Market risks significant  unlikely N
Strategical risks medium possible ->
Financial risks medium unlikely AV]
Other risks medium unlikely AV]
not
Legal risks significant  unlikely ->
Risks from the provision not
of services significant  unlikely ->
not
[T risks significant  unlikely -

Since the economic prospects in particular are highly unpre-
dictable, this description of risks and opportunities merely
serves as a snapshot. Changes in the HHLA Group’s risk and
opportunity profile are regularly reported in the half-yearly finan-
cial report and — where significant — in the Interim Statements
for the first and third quarters.
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There are no discernible risks at present that could jeopardise
HHLA's continued existence. HHLA's Executive Board is confi-
dent that it will be able to exploit any future opportunities while
avoiding exposure to unacceptably high risks. The following
section describes the key risks and opportunities identified at
Group level, taking into account any measures which have been
put in place. No other significant risks have currently been iden-
tified, while those that do exist are largely insured against.

Risks and Opportunities

1. Market Environment

Developments in Container Throughput, Transport
Volume and Logistics Services

The pace of growth in those economies whose flows of goods

HHLA serves is a key prerequisite for the future development of
container throughput, transport volumes and logistics services.
If demand for these services fails to materialise as expected,
the high level of fixed costs associated with this business model
means that it might not be possible to fully compensate for
divergences in earnings caused by underutilised capacity in the
short term. An economic trend that falls short of expectations
may also require adjustments to the valuation of assets (mainly
property, plant and equipment and financial assets). HHLA
regularly examines the intrinsic value of its assets and makes
adjustments where necessary. As volumes in the Container
segment are forecast to remain stable in the following year, the
allowance for risks was reduced compared to the previous year.

Research institutes forecast moderate global economic growth
for 2017 and the subsequent years. Although the advanced
economies are expected to continue their stable growth, there
are still uncertainties surrounding the consequences of Brexit in
Europe and the further development of the US economy in the
light of protectionist tendencies. Economic growth in China is
expected to remain largely stable. On the other hand, there are
opportunities for a stronger volume trend in connection with the
growth potential of Central and Eastern European economies
such as Poland, the Czech Republic, Slovakia and Hungary,
which use the Port of Hamburg for a large proportion of their
transcontinental trade. Should the economic trend exceed
expectations, prompting stronger volume growth, this could
present an opportunity to profit from higher earnings by achiev-
ing economies of scale in handling and boosting volumes in
downstream transport systems. A gradual lifting of the
economic sanctions imposed on the Russian Federation could
also have a positive impact on the volume trend.
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In view of the unexpectedly strong and consistent growth trend
in 2017, the market research institute Drewry has also
upgraded its forecasts for container traffic in 2018. Drewry now
expects a further — albeit slightly smaller — increase in global
container throughput and the Northern Europe-Asia trade
route, which is particularly important for HHLA. Although the
associated volume and capacity risks remain relevant for HHLA,
they are less significant than they were in the previous year.

Throughput and transport volumes in the markets of relevance
for HHLA are monitored closely to ensure trends are recognised
at an early stage. Where scalable, controllable costs and invest-
ments — e.g. for the further expansion of the container terminals
— are adjusted in line with the foreseeable level of demand.

Competitive Environment

In the area of container handling, HHLA competes directly with
other terminal operators in Northern Europe. Primary compet-
itive factors — apart from pricing — are reliability and quayside
productivity as well as the scope and quality of container
handling services. Other factors affecting the terminal opera-
tors’ competitive position are the ports’ geographical location,
the scope and quality of their hinterland links and their accessi-
bility from the sea.

Due to fierce competition for container transport by rail, HHLA's
Intermodal subsidiaries also face the risk of volumes being re-
routed with a resulting risk for revenue. However, these risks are
countered by taking appropriate measures.

HHLA constantly improves its competitiveness by further
enhancing its service quality and technological capabilities. Its
ship handling activities focus primarily on increasing the effi-
ciency of its handling services and addressing the increasing
number of peak loads prompted by the handling of container
mega-ships. HHLA is working on innovating its systems and
optimising processes to further strengthen its position in
handling technology. HHLA's rail companies also connect the
European seaports with the Central and Eastern European
hinterland via a growing number of highly frequent shuttle
services and direct links. Investments in its own hub terminals,
such as the fourth METRANS hub terminal officially opened in
Budapest in June 2017, further strengthen the performance of
HHLA's hinterland network.

The integration of POLZUG’s activities into the METRANS
organisation in 2018 is aimed at simplifying structures and

processes, thereby enabling synergies to be realised.

Moreover, regulatory measures may increase the competitive-
ness of rail transportation in the intermodal marketplace.
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Customer Structure

HHLA's shipping company customers have operated in a tough
competitive environment for container liner shipping for several
years now. This is mainly due to structurally related idle capac-
ites and low freight rates. The cost pressure on shipping
companies will remain high in future. However, the earnings
position for shipping customers improved in 2017 with the
upturn in global container traffic. The risk of a shipping
customer filing for insolvency is therefore lower than it was in
the previous year.

2017 saw the emergence of a new customer and service struc-
ture in the Asia—Europe trade route. Clients acknowledged the
seaport terminals’ capabilities, prompting a rise in capacity util-
isation. In view of these developments, the temporary or struc-
tural re-routing of services between the North Range ports
continues to present both risks and opportunities for HHLA.
As volumes per service and ship call increase with the use
of ever-larger vessels, the impact on capacity utilisation at the
seaport terminals grows. However, no major changes in the
service structure are anticipated at present. Furthermore, ship-
ping customers could become even more price-sensitive,
especially for transshipment loads.

In the field of ship handling, HHLA cooperates with many ship-
ping companies on a neutral basis (“multi-user principle”). This
enables HHLA to respond flexibly to changes in the container
liner shipping sector. In addition, HHLA aims to further enhance
added value for its customers by expanding its mega-ship
handling activities, continuing to develop the quality of its
services and its technological capabilities, and optimising
client-specific processes.

Depending on the customer structure, smaller affiliates may
become reliant on individual clients. Various steps are taken to
counteract this reliance, such as optimising service quality. At
the same time, efforts are made to attract new clients.

Market Concentration in Procurement
Some of the handling equipment used by HHLA is highly

specialised and this may result in a reliance on suppliers for
maintenance or the procurement of replacement parts. Under
certain circumstances, this may lead to operational restrictions.
The corresponding risks are reduced to some extent by involv-
ing suppliers at a strategic and collaborative level and optimis-
ing the supplier base. This was aided by the introduction of an
[T-based supplier management system in 2017.



2. Strategic Environment

Infrastructure

HHLA's competitiveness largely depends on Hamburg’s infra-
structure as a port and logistics hub. Hamburg’s offshore,
onshore and regional transport networks must be able to cope
with the flows of goods and their carriers. Infrastructural deficits
could make it impossible to handle peak workloads in ship
handling — arising from the ongoing trend towards a growing
number of ever-larger vessels — with the same level of reliability
for all carriers.

The Federal Administrative Court reached a decision on the
dredging of the river Elbe on 9 February 2017. It does not
revoke planning approval for the dredging of the river Elbe.
According to the court’s ruling, however, the latter is unlawful in
part due to violations of habitat conservation law and is there-
fore not initially enforceable. Two points (a review of poten-
tial harm to the Elbe water dropwort due to a project-related
increase in salt levels and provisions on coherence measures)
that the Federal Administrative Court explicitly classifies as
remediable must be revised. An approximate timeline for the
practical and procedural implementation of the required reme-
dial measures is not yet available. The Federal Administrative
Court dismissed further appeals against the planning approval
in November and December 2017. As a result, there are
currently no appeals pending against the dredging proposals.
However, as it is still impossible to reliably estimate when the
potential construction work may begin, shipping companies
may reschedule their mega-ship liner services and traffic could
bypass the Port of Hamburg — possibly permanently. This
would result in a corresponding loss in earnings.

As well as swiftly dredging the navigation channel, the regional
road and rail infrastructure must be modernised and expanded
if the Port of Hamburg wants to retain and enhance its compet-
itiveness and optimise its processes for the in- and outbound
flows of goods in its hinterland. Projects of special significance
for HHLA include constructing the port crossing and upgrading
the Kiel canal, including its locks.

As an infrastructure-related operator, HHLA and its subsidiaries
depend on prompt provision of the scheduled volume of public
investments and services that are frequently necessary to
support their own investments. Otherwise, HHLA's investment
plans themselves or the expected economic results could also
be delayed. This in turn could cause throughput and transport
volumes to bypass HHLA's sites. Moreover, the risk to HHLA
of having to fund the costs of individual infrastructure projects
cannot be excluded. The reassessment in 2017 concluded that
this was no longer a material risk for the Group, unlike in the
previous year.
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HHLA closely cooperates with the relevant public institutions for
these projects. It also safeguards its interests by participating
in relevant committees and through lobbying and active public
relations activities.

3. Financial Risks

Currency Risks

As the bulk of HHLA's services are rendered within the euro-
zone, the majority of its invoices are issued in euros. The Inter-
modal and Logistics segments operate internationally, and a
container terminal is operated in the Ukraine. Invoicing here is
based primarily on euros or dollars. Currency or transfer risks
therefore result primarily from exchange rate fluctuations affect-
ing Central and Eastern European currencies. As a result, it is
impossible to rule out risks such as a further significant devalu-
ation of the Ukrainian currency, the hryvnia, which may exceed
the budget estimate. It still remains to be seen whether the
political situation in Ukraine will stabilise in the short term.

All HHLA companies that operate with foreign currencies
reduce the risk of exchange rate fluctuations by monitoring
rates regularly and, where possible, transferring free liquidity in
local currency to hard-currency accounts.

Bad Debt Losses

The upturn in global container traffic helped improve the liquidity
and earnings position of shipping companies in 2017. As a
consequence, HHLA will not take out loan loss insurance from
2018 onwards, which leads to a one-off increase in the level
of risk after mitigation measures. Due to the ongoing disequi-
librium between trading volumes and ship space, the risk of
customers filing for insolvency — with the corresponding loss of
throughput and receivables — remains relevant, especially in the
Container segment. However, it is currently regarded as unlikely
(previous year: possible).

HHLA uses credit checks to reduce del credere collection risks.
Active receivables management is used to enable the precise
monitoring of receivables and payment patterns.

Pension Obligations

The reference interest rate for measuring the necessary provi-
sions for company pensions is expected to return to normal
levels, but only in the medium to long term. Any further reduc-
tion in historically low interest rates would prompt another
increase in pension provisions and a resulting decline in the
equity ratio. In view of the anticipated interest rate trend, the
risk assessment was reduced compared to the previous year.
HHLA monitors interest trends so that it can adjust its provi-
sions as necessary.
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Further rises in pension provisions may prove necessary if addi-
tional vested rights in excess of the current regulations are
recognised by the courts. This risk is currently regarded as low.

Please see the reporting on financial instruments in the Notes
to the Consolidated Financial Statements for further details of
downstream default risks, liquidity risks, interest and exchange
rate risks, including risk mitigation measures and the manage-
ment of these risks. B See also Note 47 of the Notes to the
Consolidated Financial Statements, Management of Financial
Risks, page 133

4. Other Risk and Opportunity Factors
Flooding
As a result of the existing structural situation and the fact that

HHLA's port facilities and buildings necessarily operate close to
water, there is a fundamental risk of storm surges. However,
flood protection work undertaken by HHLA and the Free and
Hanseatic City of Hamburg in recent years has reduced this risk
considerably.

Should this risk ever materialise, comprehensive emergency
programmes have been put in place by public authorities and
companies operating in the port to minimise the potential
damage. In addition, the risk of damage to property is suffi-
ciently covered by insurance policies.

Investment Options

In addition to organic growth, HHLA systematically examines
and evaluates acquisition opportunities. Potential equity invest-
ments focus on port projects in attractive growth markets.
Besides strategic aspects and synergies with HHLA's existing
activities, key decision-making criteria include growth
prospects, the anticipated return on capital employed, and the
assessment of commercial opportunities and risks. HHLA is in
a sound financial position. It therefore has the financial means
to make acquisitions.

Digitisation

HHLA has digital expertise, as exemplified by the introduction of
the slot-booking process for trucks in 2017. Based on HHLA's
ambition to drive the port’s digital transformation process,
further innovations in the field of digitisation are to be initiated
and implemented with the aim of enhancing the company’s
value. This may result in opportunities to generate additional
value added.
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5. Legal Risks
Compliance Incidents
Well-trained, motivated employees are the foundation for

responsible business activities. The Group’s relationship with its
employees is dominated by its sense of social responsibility.
Staff representatives are closely and actively involved in Group
decision-making and take their responsibilities seriously. This
paves the way for a successful working relationship. However,
it is impossible to completely rule out the risk of employees
committing fraudulent acts or legal and competitive violations in
the course of their work.

To reduce these risks, HHLA has introduced guidelines, manu-
als and double-checking, embedded controls in its processes
and established spot checks as part of its compliance manage-
ment system. Furthermore, the Group has issued a code of
conduct that applies to all Group managers and staff. Training
sessions are held regularly on the contents of the code of
conduct, as well as on other issues such as preventing corrup-
tion and conduct in the competitive environment. All of these
activities are supported by additional communication
measures, for example via the HHLA intranet and the HHLA
team app. There are also opportunities for both employees and
third parties to report violations (whistle-blower hotline). Should
compliance violations occur, specific process adjustments may
be undertaken to prevent them in future. For instance, in cases
of theft, corresponding security measures are reviewed and
possibly introduced to prevent as far as possible any further
disappearance of such items.

New Regulatory Requirements

Changes to legislation, regulatory reforms or amended require-
ments may necessitate changes to HHLA's internal processes
or existing equipment. By ensuring a steady flow of information
and cooperating closely with the relevant authorities, HHLA is
able to make timely internal preparations and forward-looking
investments aimed at reducing the associated costs.

6. Provision of Services
Failure of Technical Equipment
In the case of equipment-based companies, there is a risk that

a failure of central technical equipment may restrict the abil-
ity of these companies to render their services. Depending on
the length of the downtime, unavailable equipment leads to
additional costs for providing services. Preventive maintenance
and repair, contingency plans and breakdown services, regu-
lar inspections and tests are performed to help identify possible
faults before they happen and thus reduce risks.



Intermodal Services and Services Procurement

The HHLA companies operating in the Intermodal segment pay
track fees to the national railway companies or network oper-
ators for their rail network usage and also purchase traction
services in some cases.

As the rail infrastructure in Germany is largely publicly owned,
various authorities monitor non-discriminatory access and
carrier-neutral track fees. These authorities include the Federal
Network Agency and the Federal Railway Authority in Germany
and corresponding bodies abroad at EU level. Nevertheless, as
the national rail network owners and operators have a monop-
oly, the profitability of rail firms may be impaired by a track pric-
ing policy that does not take a neutral approach to carriers
and distorts competition. During the 2017 general election
campaign, a cross-party promise was made that Germany’s
future government would reduce track fees. It remains to be
seen whether this will be introduced.

To reduce the level of dependency on national railway compa-
nies for traction services and to enhance production quality,
HHLA is expanding its own facilities, rolling stock and loco-
motives in line with demand. As part of this strategy, it also
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purchases services from private suppliers. Providing end-to-
end transport services using the company’s own operating
assets guarantees high quality throughout the process chain.
HHLA's objective is to offer its customers a logistics chain of
unparalleled quality and reliability. This will further strengthen
Hamburg’s appeal: high-performance seaport terminals
promote higher volumes in the hinterland, while intelligent trans-
port systems with low-cost structures boost container flows at
the port.

7. IT Risks

Due to the heightened threat posed by cybercrime, the asso-
ciated IT risks have been reassessed and are now classed
among the HHLA Group’s key risks. It is impossible to rule
out the possibility of IT applications being temporarily restricted
or unavailable in the case of an attack. However, extensive
measures are in place to protect against attacks and/or signif-
icantly reduce any negative consequences. These include
prevention measures using tools such as specific filter mech-
anisms, maintaining backup systems (above all for data and
information sharing) and communicating closely with business
partners.
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